
 

Interes'ng Fact: 

Kris&na Svechinskaya’s case was 
one of the earlier high-profile 
examples of how cybercrime had 
evolved. It showed that criminals 
could commit theA and fraud on a 
massive scale without ever 
physically entering a bank, all 
thanks to technology. 

Age Today: 35 

Age at 'me of arrest 21 

Introduc'on: 

Kris&na Svechinskaya is a Russian hacker who became infamous in 
2010 for her role in an interna&onal cybercrime opera&on that used 
malicious soAware (malware) to steal millions of dollars from 
American and Bri&sh banks. Her involvement in this cybercrime made 
her one of the most notorious female hackers in history. 
Svechinskaya’s story serves as a cau&onary tale about the dangers of 
illegal hacking and the consequences of breaking cybersecurity laws.

Who is Kris'na Svechinskaya?: 
Born on February 16, 1989, Kris&na Svechinskaya moved to the U.S. for used Zeus malware, a type of soAware 
that allows hackers to steal personal informa&on such as usernames and passwords from online banking 
accounts.  
 

Svechinskaya’s role was as a money mule, meaning she helped transfer stolen funds through a network of fake 
accounts. She created these accounts using forged passports to help launder the money stolen through hacking. 
of illegal hacking and the consequences of breaking cybersecurity laws. 

The Cybercrime opera'on: 

In 2010, Kris&na and her team aNempted to steal $3 million from U.S. 
banks and £6 million from Bri&sh banks. The malware they used secretly 
captured login details from people’s computers, allowing the group to 
access and drain their accounts. 
 
Although not the mastermind behind the opera&on, Svechinskaya played a 
key part in helping the group move and conceal the stolen money and of 
illegal hacking. 

Kristina Svechinskaya 

Conclusion: 
Kris&na Svechinskaya’s case shows how talented individuals can easily cross the line into illegal ac&vi&es if they are not 
careful about how they use their skills. For students, her story serves as a warning about the dangers of illegal hacking 
and the importance of following cybersecurity laws, like the Computer Misuse Act. Instead of using their skills to harm 
others, young people interested in technology should focus on becoming ethical hackers who use their abili&es to 
protect and defend against cybercrime. 

The Legal Consequences: 

Kris&na Svechinskaya is a Russian hacker who became infamous in 2010 
for her role in an interna&onal cybercrime opera&on that used malicious 
soAware (malware) to steal millions of dollars from American and 
Bri&sh banks. Her involvement in this cybercrime made her one of the 
most jjj female hackers in history. Svechinskaya’s story serves as a 
cau&onary tale about the dangers of illegal hacking and the  and the 
consequences of breaking cybersecurity laws.consequences of breaking 

The Notorious Cybercriminal 


